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Outline
vPrediction for natural behavior
vModeling individual behavior (MICRO)
vModeling information cascade (MACRO)

vDetection for unnatural behavior
vSuspicious behavior detection
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Suspicious Behavior Detection

4

Suspicious Behavior Detection: Current Trends and Future Directions.
Special Issue on Online Behavioral Analysis and Modeling, IEEE Intelligent
Systems Magazine (ISSI),  2016. (to appear)

JIANG,
Meng
(UIUC)

CUI,
Peng
(Tsinghua)

FALOUTSOS,
Christos
(CMU)



Suspicious Behavior Detection
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Social Link Farming

vSelling Twitter followers
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Social Link Farming

vSelling Facebook Likes
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Suspicious Behavior Detection
vDetecting suspicious behavioral patterns

vSpotting: Lockstep patterns
vMethods that can spot strange behaviors

vCatching: Synchronized patterns
vScalable algorithms with theoretical guarantee

vSolving: Suspiciousness in multiple dimensions
vA principled metric for suspiciousness
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Lockstep Behavior: Facebook Likes
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Beutel et  al. CopyCatch: Stopping Group Attacks by Spotting Lockstep Behavior in
Social Neworks.  WWW,  2013.



Lockstep Behavior: Facebook Likes
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Beutel et  al. CopyCatch: Stopping Group Attacks by Spotting Lockstep Behavior in
Social Neworks.  WWW,  2013.



Lockstep Behavior: Graphical View
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Beutel et  al. CopyCatch: Stopping Group Attacks by Spotting Lockstep Behavior in
Social Neworks.  WWW,  2013.



Lockstep Behavior: Reorder Matrix
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Beutel et  al. CopyCatch: Stopping Group Attacks by Spotting Lockstep Behavior in
Social Neworks.  WWW,  2013.



Lockstep Behavior: Seed + Search
vCopyCatch
v“Near Bipartite Core”: n users, m Pages, ρ, Δt
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Beutel et  al. CopyCatch: Stopping Group Attacks by Spotting Lockstep Behavior in
Social Neworks.  WWW,  2013.



Lockstep Behavior: Performance
vCopyCatch
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Beutel et  al. CopyCatch: Stopping Group Attacks by Spotting Lockstep Behavior in
Social Neworks.  WWW,  2013.



Lockstep Behavior: Performance
vCopyCatch
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Beutel et  al. CopyCatch: Stopping Group Attacks by Spotting Lockstep Behavior in
Social Neworks.  WWW,  2013.

Seed Selection!!!



Lockstep Behavior: Twitter Followers
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Jiang et  al. Inferring Strange Behavior from Connectivity Pattern in Social
Networks.  PAKDD,  2014.



Lockstep Behavior: Reorder Matrix
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Given Reorder

Seeds

Jiang et  al. Inferring Strange Behavior from Connectivity Pattern in Social
Networks.  PAKDD,  2014.



Lockstep Behavior: SVD Reminder
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Jiang et  al. Inferring Strange Behavior from Connectivity Pattern in Social
Networks.  PAKDD,  2014.
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Lockstep Behavior: Spectral Subspace

19

Jiang et  al. Inferring Strange Behavior from Connectivity Pattern in Social
Networks.  PAKDD,  2014.
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Spectral Subspace Plot: Case #0
vNO lockstep behavior: Scatter
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Jiang et  al. Inferring Strange Behavior from Connectivity Pattern in Social
Networks.  PAKDD,  2014.

Adjacency  Matrix Spectral Subspace Plot



Spectral Subspace Plot: Case #1
vNon-­overlapping lockstep: “Rays”
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Jiang et  al. Inferring Strange Behavior from Connectivity Pattern in Social
Networks.  PAKDD,  2014.

Adjacency  Matrix Spectral Subspace Plot



Spectral Subspace Plot: Case #2
vNon-­overlapping: Low density, Elongation
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Jiang et  al. Inferring Strange Behavior from Connectivity Pattern in Social
Networks.  PAKDD,  2014.

Adjacency  Matrix Spectral Subspace Plot



Spectral Subspace Plot: Case #3
vNon-­overlapping: Camouflage/Fame,Tilting
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Jiang et  al. Inferring Strange Behavior from Connectivity Pattern in Social
Networks.  PAKDD,  2014.

Adjacency  Matrix Spectral Subspace Plot



Spectral Subspace Plot: Case #4
vOverlapping: “Staircase”, “Pearls”
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Jiang et  al. Inferring Strange Behavior from Connectivity Pattern in Social
Networks.  PAKDD,  2014.

Adjacency  Matrix Spectral Subspace Plot



Spectral Subspace Plot: Reading & LockInfer
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Spectral
Subspace Plot

Polar Coordinate
Transform Histograms

Jiang et  al. Inferring Strange Behavior from Connectivity Pattern in Social
Networks.  PAKDD,  2014.



Graphical View: Power-­Law Distribution

vOut-­degree distribution
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Jiang et  al. CatchSync: Catching Synchronized Behavior in Large Directed Graphs.  
KDD Best Paper Finalist,  2014.

DBLP
Author-­publication

Flickr
User-­user

Twitter
Who-­follows-­whom

[konect.uni-­koblenz.de/networks/]
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Jiang et  al. CatchSync: Catching Synchronized Behavior in Large Directed Graphs.  
KDD Best Paper Finalist,  2014.



Synchronized Behavior: Features
vSynchronized
vAbnormal
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Jiang et  al. CatchSync: Catching Synchronized Behavior in Large Directed Graphs.  
KDD Best Paper Finalist,  2014.



Synchronized Behavior: Synchronicity
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Jiang et  al. CatchSync: Catching Synchronized Behavior in Large Directed Graphs.  
KDD Best Paper Finalist,  2014.



Synchronized Behavior: Normality
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Jiang et  al. CatchSync: Catching Synchronized Behavior in Large Directed Graphs.  
KDD Best Paper Finalist,  2014.



Synchronized Behavior: Theorem& CatchSync

vSynchronicity-­Normality Plot
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Jiang et  al. CatchSync: Catching Synchronized Behavior in Large Directed Graphs.  
KDD Best Paper Finalist,  2014.



Synchronized Behavior: Performance
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Jiang et  al. CatchSync: Catching Synchronized Behavior in Large Directed Graphs.  
KDD Best Paper Finalist,  2014.
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Synchronized Behavior: Performance
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Jiang et  al. CatchSync: Catching Synchronized Behavior in Large Directed Graphs.  
KDD Best Paper Finalist,  2014.
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Beyond Graph: Multi-­Dimensional Fraud
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Jiang et  al. AGeneral Suspicious Metric for Dense Blocks in Multi-­Modal Data.  
ICDM,  2015.

My boss wants me to
catch fraud in such a big
table – billionsof records,
tens of columns!!! How?!

fraud



Multi-­Dimensional Fraud
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Jiang et  al. AGeneral Suspicious Metric for Dense Blocks in Multi-­Modal Data.  
ICDM,  2015.



Multi-­Dimensional Fraud
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Jiang et  al. AGeneral Suspicious Metric for Dense Blocks in Multi-­Modal Data.  
ICDM,  2015.

Dataset Mode Mass
Retweeting User Root  ID IP Time (min) #retweet

29.5M 19.8M 27.8M 56.9K 211.7M
Trending  
(Hashtag)

User Hashtag IP Time (min) #tweet
81.2M 1.6M 47.7M 56.9K 276.9M

Network  
attacks
(LBNL)

Src-­IP Dest-­IP Port Time (sec) #packet
2,345 2,355 6,055 3,610 230,836



Suspiciousness: Density in Multi-­Dimensions
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Jiang et  al. AGeneral Suspicious Metric for Dense Blocks in Multi-­Modal Data.  
ICDM,  2015.
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Question: Which is more suspicious?
-­ Before we search, we should be able to rank.



Suspiciousness:Axiom  1 -­ 4
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Jiang et  al. AGeneral Suspicious Metric for Dense Blocks in Multi-­Modal Data.  
ICDM,  2015.



Suspiciousness: Axiom  5  Multimodal
Not  including  a  mode  is  the  same  as
including  all  values  for  that  mode.

=

▶ New  information  (more  modes)  can  only
make  our  blocks  more  suspicious



Suspiciousness: GeneralMetric & CrossSpot
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Jiang et  al. AGeneral Suspicious Metric for Dense Blocks in Multi-­Modal Data.  
ICDM,  2015.
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Suspiciousness: GeneralMetric & CrossSpot
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Jiang et  al. AGeneral Suspicious Metric for Dense Blocks in Multi-­Modal Data.  
ICDM,  2015.
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Suspiciousness: GeneralMetric & CrossSpot

vNegative  log  likelihood  of  block’s  probability
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Jiang et  al. AGeneral Suspicious Metric for Dense Blocks in Multi-­Modal Data.  
ICDM,  2015.



Suspiciousness: TrendManipulating
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Jiang et  al. AGeneral Suspicious Metric for Dense Blocks in Multi-­Modal Data.  
ICDM,  2015.



Summary for Detecting UnnaturalBehavior

vSuspicious behavioral patterns
vLockstep pattern: CopyCatch, LockInfer
vSynchronized pattern: CatchSync
vMulti-­dimensional suspiciousness: CrossSpot
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