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Outline
vPrediction for natural behavior
vModeling individual behavior (MICRO)
vModeling information cascade (MACRO)

vDetection for unnatural behavior
vSuspicious behavior detection
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From  Micro  to  Macro

Information  spreading  is  a  macro  phenomenon  which  is  driven  
by  individual  user  behaviors  in  microscopic  level.

Dynamically  Aggregate



Cascades: Information  Spreading
vIn  network  environment,  if  decentralized  
nodes  act  on  the  basis  of  how  their  
neighbors  act  at  earlier  time,  cascades will  
be  formed.
vWord-of-mouth
vCascading
vDiffusion
vPropagation



Information  Spreading  is  Ubiquitous
Social  Media

Information spreading
is the major way of
communication in
social media.



Information  Spreading  is  Ubiquitous
Word-of-Mouth  (Marketing)

How  to  fully  exploit  the  power  of  word-of-
mouth  in  marketing?



Information  Spreading  is  Ubiquitous
Epidemics

Share  similar  dynamic  process  as  information  spreading.



Information  Spreading  is  Ubiquitous

Traffic

Traffic  jams  spread  through  
road  network.  How  to  model,  
predict  and  intervene?  



How  to  understand information  spreading  mechanism,  and  
furthermore,  predict the  information  spreading  process?



Related  Research
Rise  and  fall  patterns   in  cascading  curve

Structural  units  of  information  cascades

Popularity  prediction

Understand Prediction

Regard  cascades  as  a  whole  and  
extract  cascade-level  features  
for  understanding  and  prediction.



Macro  Phenomenon  v.s.  Micro  Mechanism

Information  spreading  is  driven  by  a  
cascade  of  user  adoption  behaviors.

Macro

Information  
Spreading

Micro

Behavioral  
Dynamics



Behavior-Driven  Information  Spreading  Modeling

Ultimate  Goal:  Bridge  the  gap  between  macro  phenomena  of  
information  spreading  and  micro  behavioral  mechanism.

One-Hop  
Cascade  
Prediction

Cascading  
Outbreak  
Prediction

Dynamic  
Process  
Prediction

Predict  the  collective  
response  of  a  user’s  

followers

Predict  whether  the  
information  will  break  

out  in  future

Predict  the  dynamic  
cascading  process  of  
a  piece  of  information

SIGIR’11,  AAAI’11 KDD’13 ICDM’15



The  problem:
To  predict  the  percentage  of  a  user’s  followers  that  will  
retweet  the  microblog  after  the  user  retweet  it.



The  Dimensions

Post  Variance

User  Variance

Are  big  users  always  trigger  high  forwarding  numbers?

Are  popular  tweets  always  trigger  high  forwarding  numbers?



U1 U2 U3

P1

P2

P3

Observed

Predicted

üGiven  an  user,  rank  the  web  posts  to  share
üGiven  a  web  post,  rank  the  users  to  target

Problem  Formulation



Density    0.1%
We  need  priors  on  users and  posts.



Predictive  Factors
Percentage  of  active  friends



Predictive  Factors
Average  tie  strength



Predictive  Factors

The  introduction  of  post  topic  groups  can  
reduce  the  variances  of  influences.



Modeling
Baseline  objective  function

We  suppose  the  users  with  similar  observed  
predictive  factors  have  similar  distribution  in  
latent  space

We  constrain  the  latent  post  space  by  topic  
distributions

User  similarity  matrix

Post  content  matrix Topic  matrix



Modeling

Hybrid  Factor  Non-Negative  Matrix  Factorization  
(HF-NMF)



Ranking  Criterion

Examples

The  advantages  of  HF-
NMF  is  more  apparent  in  
ranking  evaluations.

For  a  user,  ranking  the  posts

For  a  post,  ranking  the  users



Discussions
ØThe  collective  retweeting  behaviors  of  a  
user’s  followers  is  predictable  in  fine  
granularity.
ØCan  we  use  the  results  of  one-hop  cascade  
prediction  to  predict  the  whole  cascades?  No!

ØInapplicable  in  real  applications
ØError  aggregation

ØHint: Different  users  play  different  roles  in  
information  spreading.



Predictive  Modeling  on  Information  Spreading
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followers
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Ultimate  Goal:  Bridge  the  gap  between  macro  phenomena  of  
information  spreading  and  micro  behavioral  mechanism.



Cascading � Outbreak � Prediction

Can  we  predict whether  a  tweet  will  be  hot  in  future?



Outbreak � prediction

ØBasic  Hypothesis:  User  behaviors  cause  
outbreaks
ØExperience:  Different  users  play  different  roles  
in  causing  outbreaks
ØHow  to  identify  the  important  users?

ØTopology  measures
ØIndegree,  centralities,  etc.

ØInfluential  nodes
ØSuppose  the  cascading  process

But  does  the  real  data  follow  the  hypothesized  
cascading  process  and  topology  measures?



A � Data � Driven � Approach

Early  stage  users  as  features
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Selected  as  sensors  
to  predict  outbreaks

ØMining  from  massive  historical  data



ØThe  outbreak  prediction  and  node  selection  
procedures  need  to  be  jointly  optimized
ØThe  node  selection  need  to  be  parsimonious  so  
that  the  monitoring  over  the  selected  sensors  can  
be  cost  effective
ØThe  node  selection  process  need  to  be  efficient  
so  that  the  method  can  be  applied  into  large  
realistic  networks

Challenges



Orthogonal  Sparse  LOgistic Regression  (OSLOR)



A  Showcase



Prediction  Performance

Ø Our  approach  performs  
best

Ø Data  driven  approaches  
outperforms  topology-
based  approaches

Ø Big  nodes’  participation  
will  cause  outbreaks  in  
most  cases

Ø Only  a  part  of  outbreaks  
are  caused  by  big  nodes



Prediction  Leading  Time

We  only  need  5  mins to  predict  the  information  outbreaks!

Peng	  Cui,	  Shifei Jin,	  Linyun	  Yu,	  Fei	  Wang,	  Shiqiang	  Yang,	  Cascading	  
Outbreak	  Prediction	  in	  Networks:	  A	  Data-‐Driven	  Approach,	  ACM	  
SIGKDD	  2013.	  (Full	  Paper)



Discussions

ØStudying  information  spreading  from  user  
behavior  angle  is  effective  and  promising.
ØMany  traditional  hypothesis  on  the  node  
importance  and  diffusion  mechanism  are  not  
consistent  with  the  real  data.
ØThis  is  a  one-shot  study.  Can  we  make  
continuous  prediction  on  the  information  
spreading?
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information  spreading  and  micro  behavioral  mechanism.



Beyond  Cascade  Size…

Time:
When  will  a  cascade  
break  out?

Size-Time:
How  about  the  
momentum  of  a  cascade?

Cascading  Process  Prediction



Challenge: Cascade-level  macro  features  do  not  work.
Content  feature  and  structure  feature

are  not  distinctive  and  predictive  enough.



FromMicro to Macro: Subcascades
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How to model subcascades?
How  to  connect  subcascades and  cascade?



Behavioral  Dynamics

Behavioral  dynamics  can  be  well  represented  by  survival  function.

Behavioral  Dynamics  capture  the  changing  process  of  the  cumulative  number  
of  a  user’s  followers  retweeting  a  post  after  the  user  retweet  the  post.

Survival  Rate  represent  the  percentage  of  nodes  that  has  not  been  but  will  be  
infected.



Parameterize  Behavioral  Dynamics

Characteristics  of  behavioral  dynamics  can  be  well  captured  by  
Weibull distribution.



From  Behavioral  Dynamics  to  Cascades

MicroMacro



NEtworked  WEibull  Regression  (NEWER)

p Theoretically  proved  to  be  
lower-bounded.  

p Coordinate  Descent  strategy  is  
exploited  with  guaranteed  
convergence.



Experiments
vDatasets:  Tencent  Weibo

vAll  cascades  generated  between  Nov  15th  and  Nov  25th  in  2011.
vretain  all  0.59  million  cascades  that  the  cascades  size  are  at  least  5.

vBaseline:
vCox  Proportional  Hazard  Regression  Model  (Cox)
vExponential/Rayleigh   Proportional  Hazard  Regression  Model  
(Exponential/Rayleigh)

vlog-Linear  regression(Log-linear)
vEvaluation  metric:

vRMSLE:  Root  Mean  Square  Log  Error
v∆σ-Precision:  Precision  value  that  the  predicted  value  
within (1+σ)±1groundtruth
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Cascade Size Prediction
vWhat  is  the  final  size  of  the  cascade?
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Outbreak Time Prediction
vWhen  will  the  cascade  break  out?
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Cascading Process Prediction
vWhat  is  the  size  of  the  cascade  at  any  later  
point?
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Conclusions

p Before  predicting  information  spreading,  
understanding  the  behavioral  mechanism  is  
critical  and  fundamental.

p Behaviors  can  be  modeled  in  different  
granularities,  which  depends  on  the  target  
problem.

p Modeling  information  spreading  with  
continuous-time  model is  promising  and  
demonstrated  to  be  effective  in  our  research.


