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Observation: Spatiotemporal Contexts

Dimension/Mode

Weibo’s User RootID 1P Time (min) #retweet
Retweeting — 295M  19.8M  27.8M 569K  211.7M
Weibo’s User Hashtag IP Time (min) #tweet
Trending

(Hashtag) 81.2M 1.6M 47.M 56 9K 276 9OM

Network Src-IP  Dest-IP  Port Time (sec) #packet

attacks

(LBNL) 2,345 2,355 6,055 3,610 230,836

Jiang et al. A General Suspiciousness Metric for Dense Blocks in
Multimodal Data. /ICDM, 2015.
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Dense Block Indicates Suspiciousness

200 minutes 120 minutes
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Q: Which is more suspicious?
We need a metric to evaluate the suspiciousness.
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Criteria for Suspiciousness Metric

What properties are required of a good metric?

N, X N, X N,

Count data with
total “mass” C
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Axioms: 1 to 4

C1 > C2 < f(n,Cl,N,O) > f(H,CQ,N,C)
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Density Axiom

/10

P/10

Contrast Axiom

P/10

Concen

tration Axiom

P1 < P2 < f(n7p7N7p1) >f(n7p7N7p2)
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Axiom 5: Cross Dimensions

fK—l ([nk]f 1> € [Nk]f_i70> fK (([nk]k 17NK) [Nk]i(zlac)

Not including a mode 1s the same as
including all values for that mode.

Py :

» New information (more modes) can only
make our blocks more suspicious
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Scoring the Suspiciousness
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Q: Which 1s more suspicious?
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Scoring the Suspiciousness
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A General Suspiciousness Metric

Negative log likelihood of block’s probability
f(n,c, N,C') = —log |[Pr(Y, = ¢)]

Lemma GivenanniX---Xngk blockofmasscin N1 X---xX Nk
data of total mass C, the suspiciousness function is

A2
f(n,c,N C’)—c(loga — 1) +C’H —czzllog N,

Using p as the block’s density and p is the data’s density, we have
the simpler formulation

f(n,p,N,p) = (Hn> DL (pllp)

=1
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CrossSpot Algorithm

JLocal search to maximize the metric
IStart with seed blocks
JParameter-free: iteratively update the blocks
IScalable: parallelize to multiple machines
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Advantages
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Axioms
| of| = | % =
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Scores S
Method Blocks | 1 |23 |4 s
SUSPICIOUSNESS (V4 vV | Vv |V |V v
% Mass v VX | XX v
5 Density v VIX|vIXx] X
= | Average Degree [9] v vV | X | X | X |NA
Singular Value [10] v VIV IV | X X
CROSSSPOT 74 V|V |V |V v
» | Subgraph [30, 10, 36] v vVIv | v | X |NA
z: CopyCatch [6] v v I v | v | X | NA
D EigenSpokes [31] X N/A
Z [ TrustRank [14, 8] X N/A
BP [28. 1] X N/A
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Results: Dense Block Detection

ISynthetic data
11,000x1,000x1.,000 of 10,000 random data
IBlock#1: 30x30x30 of 512 3 modes

IBlock#2: 30x30x1,000 of 512 2 modes
IBlock#3: 30x1,000x30 of 512 2 modes
IBlock#4: 1,000x30x30 of 512 2 modes

Recall Overall Evaluation
Block #1 || Block #2 | Block #3 | Block #4 || Precision | Recall | F1 score
HOSVD (r=20) 93.7% 29.5% 23.7% 21.3% 0.983 0.407 0.576
HOSVD (r=10) 91.3% 24 .4% 18.5% 19.2% 0.972 0.317 0.478
HOSVD (r=5) 85.7% 10.0% 9.5% 11.4% 0.952 0.195 0.324
CROSSSPOT 100 % 99.9 % 94.9 % 95.4% 0.978 0.967 0.972
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Results: Tweeting Hashtags

User x hashtag < IP x minute Mass ¢ | Suspiciousness

582 x3x294x56,940 5,941,821 111,799,948
188 x1x313x56,943 2,344,614 47,013,868
75x1x2x2,061 689,179 19,378,403

User ID | Time | IP address (city, province) | Tweet text with hashtag

USER-D | 11-18 12:12:51 | IP-1 (Deyang, Shandong) #Snow# the Samsung GALAXY SII QQ Service customized version...
USER-E | 11-18 12:12:53 | IP-1 (Deyang, Shandong) #Snow# the Samsung GALAXY SII QQ Service customized version...
USER-F [ 11-18 12:12:54 | IP-2 (Zaozhuang, Shandong) | #Snow# the Samsung GALAXY SII QQ Service customized version...

USER-F | 11-18 12:17:56 | IP-2 (Zaozhuang, Shandong) | #Li Ning - a weapon with a hero# good support activities!

(
(
USER-E [ 11-18 12:17:55 | IP-1 (Deyang, Shandong) #Li Ning - a weapon with a hero# good support activities!
(
USER-D | 11-18 12:18:40 | IP-1 (Deyang, Shandong) #Toshiba Bright Daren# color personality test to find out your sense...

USER-E [ 11-18 17:00:31 | IP-2 (Zaozhuang, Shandong) | #Snow# the Samsung GALAXY SII QQ Service customized version...
USER-D | 11-18 17:00:49 | IP-2 (Zaozhuang, Shandong) | #Toshiba Bright Daren# color personality test to find out your sense...
USER-F | 11-18 17:00:56 | IP-2 (Zaozhuang, Shandong) | #Li Ning - a weapon with a hero# good support activities!
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Results: Network Attacks

# Src-IP x dst-IP X port X second Mass c Suspiciousness
1 411 x9%x6x3,610 47,449 552,465
CROSSSPOT 2 533x6x1x3,610 30,476 400,391
3 5x5%x2x%x3,610 18,881 317,529
4 11x7%x7x3,610 20,382 295,869
1 I5x1x1x1,336 4,579 80,585
HOSVD 2 I x2x2x%x1,035 1,035 18,308
3 Ix1x1x1,825 1,825 34,812
4 Ix13x6x181 1,722 29,224
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Summary

I11-gotten Facebook Likes, Zombie Followers

1Observations, Representations, Models
JCopyCatch: Catching ill-gotten Likes by core search
JLockInfer: Adding seed selection before search

JCatchSync: Catching smart zombie followers with high
recall (recovering power-law distributions)

CrossSpot: Defining suspiciousness across dimensions

15
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Thank you!

Data-Driven Behavioral Analytics:
Observations, Representations and Models
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