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1. Mining behavior networks with
social and spatiotemporal contexts

[.2. Suspicious behavior detection
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Ill-gotten Facebook Likes
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Suspicious Behavior Detection

Social Link Farming

100%

&F) "Likes" (@ Zombie followers

% Astroturf Link farming

e R Wall post
all posts Sybils
Messages . GOINERCENRY /' w Social spam

ttttt

60% Email spam
0% SMS spam '\ - ded '
2 e APP reviews Suspenae ® Fake review

Web spam ~ HaE estaurant reviews Spammer
. m . R '
20% Product reviews Hotel reviews o
B Traditional spam

0%

2005-2007 2008-2009 2010 2011 2012 2013 2014

Meng Jiang, Peng Cui and Christos Faloutsos.
Suspicious Behavior Detection: Current Trends and Future Directions.
IEEE Intelligent Systems (ISSI), 2016.
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Ill-gotten Facebook Likes

Beutel et al. CopyCatch: Stopping Group Attacks by Spotting Lockstep Behavior
in Social Neworks. WWW,2013. 5
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Observation: Graphical View
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Observation: Reorder Matrix
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Algorithm: Seed + Search
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Total Number of Unique Users Caught
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Experimental Result
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Serious Problem in Weibo
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Experience-driven approaches:
features of #followees, #hashtags, #URLs...
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Z.ombie Followers
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Jiang et al. Inferring Strange Behavior from Connectivity Pattern in Social
Networks. PAKDD, 2014. 1
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Observation: Reorder Matrix
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Representation: SVD Reminder
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Representation: Spectral Subspace

followee
U U,
7| (1O @#|=
5 O|4L =S=00=
g Al
2 o=
Hn Pairs of singular vectors:
SVD: A=USVT U@ V240

© 0O © gy
1

“Spectral Subspace Plot”

14



DATA MINING GROUP ][

Spectral Subspace Plot: Case #0

INO lockstep behavior: Scatter
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Spectral Subspace Plot: Case #1

INon-overlapping lockstep: “Rays”
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Spectral Subspace Plot: Case #2

Non-overlapping: Low density, Elongation
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Spectral Subspace Plot: Case #3
INon-overlapping: Camouflage/Fame, Tilting
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Spectral Subspace Plot: Case #4

29

JOverlapping: “Staircase”, “Pearls”
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Rule 4 (“pearls”): a “staircase” of three partially overlapping blocks.
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Algorithm: Reading & LockInfer
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Out-Degree Distributions

JPower-law distribution [Faloutsos et al. SIGCOMM;
Broder et al. Computer Networks; Chung et al. PNAS]
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Spikes!
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Observation: How They Behave

Feature space of followees  president Barack Obama
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Observation: How They Behave

JIWho are their followees?
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Represent Synchronicity
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Represent Normality
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Theorem: Synchronicity vs. Normality
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Theorem: Synchronicity vs. Normality
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CS ILLINOIS

CatchSync Algorithm
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Experimental Results
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Experimental Results
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Impact

M. Jiang, P. Cui, A. Beutel, C. Faloutsos and S. Yang.
“CatchSync: Catching Synchronized Behaviorin Large
Directed Graphs” in KDD’14 Best Paper Finalist, Aug
2014. (#citations = 36)

JTaught in
JCMU 15-826: Multimedia Databases and Data Mining

JUMich EECS 598: Graph Mining and Exploration at Scale

(JASONAM’16 Tutorial: “Identifying Malicious Actors on Social
Media” by S. Kumar, F. Spezzano, V.S. Subrahmanian

dDeployed in Weibo? Unfortunately, in July 2014...
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Thank you!

Data-Driven Behavioral Analytics:
Observations, Representations and Models
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